NHpopmaLumnoHHAn NaMATKa ANs pa3melleHns Ha odULMaNbHbIX UHTEPHET-pecypcax

C KaxablMm roAomM MOJSIOAEXN B UHTEPHETE CTAaHOBUTLCA 60ﬂbLLle, a WKOJIbHUKN OOHU U3 CaMbIX aKTUBHbIX
nosib3oBaTenemn PYHETa. Me>+<,£|,y TEM, MOMMNMO OFPOMHOIO0 KOJIM4YECTBa BO3MOHHOCT€ﬁ, MHTEPHET HECET U I'IpO6J'IEMbI.
OTa NnamMATKa A0NXKHA NOMOYb Tebe besonacHo HaXo4uTbCA B CETU.

KomnbloTepHble BUPYCbI

KoMnbtoTepPHbIN BUPYC - 3TO Pa3sHOBUAHOCTb KOMMbHOTEPHbLIX MPOrpamm, OTANYUTENIbHON OCOBEHHOCTBIO KOTOPON
ABNAETCA CNOCOBHOCTb K Pa3MHOXKEHMIO. B LONONHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAMUTb UAN NOJIHOCTbIO YHUUTOXUTb
Bce ¢aliNbl U AaHHble, NOAKOHTPOJIbHbIE NMO/Ib30BaTEN0, OT UMEHU KOTOPOTo Hbina 3anyLeHa 3apayKeHHan NPorpaMmma,
a TaKXKe NOBPEeAUTb WAM AaXKe YHUUTOXUTb ONepaLMOHHY0 cUCTeMy CO BCeMM daiamu B Lenom. B 6oblIMHCTBE
CNyYaeB PaCcnpOCTPaHAIOTCA BUPYCbl YEPE3 UHTEPHET.

MeTozbl 3aLLMTbl OT BPEAOHOCHbIX MPOrpaMm:

1. Ucnonb3yn COBPEMEHHbIE OMEPaLMOHHbBIE CUCTEMbI, MMEKLME CePbE3HbIA YPOBEHb 3alLMTbl OT BPEAOHOCHbIX
nporpamm;

2. NocTosHHO ycTaHaBAMBaW nNaytn (UMdpPOBbLIE 3aMNATKM, KOTOpble aBTOMAaTUYECKM YCTAaHaBAMBAIOTCA C LEblo
O0PaboTKM Nporpammbl) U Apyrne o6HOBAEHMA CBOEM onepaumoHHo cuctembl. CKaumBai Mx To/IbKO ¢ opuLUManbHOro
caiiTa paspabotumka OC. Ecnm cywecTByeT pexkMm aBTOMATUYECKOro 0OHOBAEHUSA, BK/HOUYM €ro;

3. PaboTait Ha cBoeM KOMMblOTEPE NOA NPaBaMK NOb30BaATENA, @ HE a4MUHUCTPATOPA. ITO He NO3BOANT HONbLUMHCTBY
BPEAO0HOCHbIX NPOrPamMm MHCTAAIMPOBATLCA Ha TBOEM NEPCOHANIbHOM KOMMbIOTEPE;

4. Vicnonb3yi aHTUBMPYCHbIE MPOrPaMMHbIe MPOAYKTbI U3BECTHbIX MPOM3BOAUTENEN, C aBTOMATUYECKMM OOHOBAEHNEM
bas3;

5. OrpaHnyb GM3MYECKU JOCTYN K KOMNbIOTEPY 1A NOCTOPOHHUX NnLL;

6. Wcnonb3yit BHeWHWe HOCUTENN MHPOPMaLMK, TakMe Kak dnelka, AUCK uan dan M3 UHTEpHEeTa, TOJIbKO U3
NPoOBEpPEHHbIX UCTOYHUKOB;

7. He oTKpbIBait KomnbtoTepHble ¢haibl, NONYyYEeHHble U3 HEHALEXHbIX UCTOYHUKOB. [laxe Te ¢alinbl, KoTopble Npucaan
TBOM 3HAaKOMbIiA. Jlydlle yTOUYHW Y HEro, OTNPaBAAN M OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA Nnepeaaym JaHHbIX, HE TEXHONOTUS, a BCEro AnwWb bpeHa, mapka. Ewe B 1991 roay HUAaepnaHAacKas
KOMnaHua 3apeructpupoBana bpeHsa "WECA", yto obosHayano cnosocoyetaHne "Wireless Fidelity", koTopbii
nepeBogmMTCA Kak "b6ecnpoBosHas TOYHOCTb".

[lo Halwero BpemeHu gowna apyrasa abbpesnaTypa, KOTOpas ABNAETCA TAKOW Ke TexHonornen. 3to abbpesmatypa "Wi-
Fi". Takoe Ha3BaHWe ObIIO JAHO C HAMEKOM Ha CTAHAAPT BbicLel 3ByKOBOM TexHMKK Hi-Fi, 4To B nepeBoge o3Havaet
"BbICOKaA TOYHOCTbL".

[a, 6ecnnaTHblA MHTEPHET-AOCTYN B Kade, OTeNAX M asponopTax ABAAETCA OT/IMYHOM BO3MOMKHOCTbIO BbIXOZa B
WMHTepHeT. Ho MHorne skcnepTbl cuMTatoT, YTo obwenoctynHble Wi-Fi ceTn He aBnsatoTca 6e3onacHbIMU.

CoseTbl No 6e3onacHocTM paboTbl B 06wenocTynHbix ceTax Wi-fi:

1. He nepegaBai cBol MYHYO MHPOpMauMto Yyepes obweaoctynHble Wi-Fi cetn. PaboTtasa B HUX, KenaTenbHoO He
BBOAWUTb NAPON AOCTYNA, NOTUHbI U KaKMe-TO HOMepa;

2. Ucnonb3yii u 06HOBAAN aHTUBMPYCHbIE NPOrPaMmbl M BpaHamayep. Tem cambim Tbl 06e3onacuib cebsa OT 3aKauku
BMpPYCA Ha TBOE YCTPOWCTBO;

3. Mpu ncnonbszosaHum Wi-Fi oTkAoum dyHKumto "06wmin goctyn K patnam n npuHTepam". laHHan GyHKLMA 3aKpbITa
MO YMOJ/I4aHUIO, O4HAKO HEKOTOPbIE NO/Ib30BATENMN aKTUBUPYIOT ee 1A ya06cTBa MCNOIb30BaHMA B paboTe unm yyebe;
4. He ncnonbsyi nyd6anyHeli WI-FI gnsa nepefayumn MYHbIX AaHHbIX, HANpUMep A41a BbIXOAa B COLMabHbIE CETU AN B
3NEKTPOHHYIO NOYTY;

5. Nicnonb3yii ToNbKO 3alumLLLeHHOe coeanHeHme Yepes HTTPS, a He HTTP, T.e. npu Habope Beb-aapeca BBOAN UMEHHO
"https://";

6. B MobunbHom TenedoHe oTkatoum GyHKumio "MoarntoveHne K Wi-Fi aBTomatmueckun'. He gonyckan aBToMaTMYeCcKoro
nogKatoueHus ycTponctea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu
CoumanbHble CEeTU aKTUBHO BXOAAT B HALLY *KM3Hb, MHOTME N0AM PaboTatoT U KMBYT TaM NOCTOSHHO, a B Facebook yxke
3apPErncTPUPOBaH MUANMAPA YE/IOBEK, YTO SIBAAETCA OA4HOM CeAbMOM BCEX XKuTenel naaHeTbl. MHOrne noab3oBaTenun



He MOHUMAIOT, YTO MHOOPMALMSA, Pa3MELLLEHHAA UMW B COLIMAbHbIX CETAX, MOMET OblTb HallAEHA U UCNO/Ib30BaHA Kem
YroHo, B TOM Yncae He 0653aTesibHO € 61arMmmn HamepeHUaMu.

OcCHOBHble coBeTbl N0 6€30MacHOCTM B COLMANbHBIX CETAX:

1. OrpaHunyb cnmcok apysen. Y Tebs B Apy3bax HE AONKHO ObITb CyYalHbIX U HE3HAKOMbIX toAel;

2. 3awWwmLLLain CBOH YaCTHYIO XKM3Hb. He yKasbiBali naposu, TenedoHsbl, agpeca, AaTy TBOEro POXKAEHNUA U APYTYIO TMYHYIO
MHbOPMaUMIO. 310YMbILLIIEHHUKN MOTYT MCMOJ1Ib30BaTb AaXKe MHGOPMALMIO O TOM, KaK Tbl M TBOU POAUTENUN NAAHUPYETE
NPOBECTUN KaHWUKY/bl;

3. 3awmMuian ceoto penyTaumio - AEPXKM ee B YMCTOTe U 3aaaBali cebe Bonpoc: xoTen bbi Tbl, YTOObI ApYr1e Nosnb3oBaTen
BMAENN, YTO Tbl 3arpyrKaewwb? Moaymain, npexae Yem YTo-To ony6AMKOBaTb, HANUCATb U 3arpy3nTb;

4. Ecnn Tbl roBOpULWb C NOAbMM, KOTOPbIX HE 3Haellb, He MCNO/Ab3yW CBOE peasibHOE MMS U APYryt0 JIMYHYIO
MHPOPMALUKN: MMA, MECTO KUTENBCTBA, MECTO y4ebbl U Npoyes;

5. U36erai pasmewteHua dotorpaduii B UHTepHeTe, rae Tol U306paXKeH Ha MeCTHOCTM, MO KOTOPOM MOXKHO ONpeaenunTb
TBOE MECTOMONONKEHME;

6. MpKn perncrTpaumm B counanbHoOM ceTm HeOBX0AMMO MCMONb30BATb CAOXKHbIE MAPOaU, cocToALME U3 BYKB U Undp 1 C
KOJIMY4ECTBOM 3HAKOB He MeHee 8;

7. OnAa coumanbHOM ceTu, NoYTbl U APYrMx CanmToB HeoHXOAMMO MCNO/b30BaTb PasHble Maponau. Toraa ecaun Tebs
B3/10MAtOT, TO 3/I0YMbILUJIEHHUKM NOAYYaT AOCTYN TO/IbKO K OAHOMY MECTY, @ He BO BCE Cpasy.

3NeKTPOHHbIE AeHbrn

DNIeKTPOHHbIE AEHbIMM - 3TO OYeHb YAODOHbIN cnocob naaTe)ken, OAHAKO CYLLECTBYIOT MOLIEHHMKM, KOTOpble XOTAT
NOoNYy4YnUTb 3TN OEHbIU.

JNEeKTPOHHbIe AEeHbrM MOSBUANCH COBCEM HEOABHO M MMEHHO M3-3a 3TOr0 BO MHOIMX roCyZapcTBax A0 CUX MOp He
NPOMNUCaHO NPO HUX B 3aKOHaXx.

B Poccum ke OHM OYHKLMOHUPYIOT M O HUX YXKe MPOMNUCAHO B 3aKOHEe, rae MX PasfenatoT Ha HeCKONbKO BMAOB -
AHOHMMHbIE M HE aHOHMMHbIEe. Pa3HMLA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX Pa3peLlaeTca NPOBOANTb ONepaLmm
6e3 naeHTMdMKaLMmM NoNb30BaTeNA, @ B HEAHOHUMHbBIX MAEHTUPUKALMA NONb30BATENA ABAAETCA 00A3aTENbHON.
TaKkxKe crnepyeT pas3nnyaTb 3/EKTPOHHble GUATHble AeHbrMM (PaBHbI FOCYAAPCTBEHHBIM BantOTaM) U 3NEKTPOHHbIE
HeduMaTHble AeHbIM (He paBHbI FOCYAAaPCTBEHHbIM BaAOTAM).

OcHOBHble coBeTbl N0 6e30MacHoi paboTe C 3NEKTPOHHBIMU AEHbFAMM:

1. MpuBaAXKN K c4eTy MOBUAbHbIN TenedoH. ITO caMblil YA0BHbIN U ObICTPbIN CNOCcO6 BOCCTAHOBUTb AOCTYN K CYeTy.
MpuBsA3aHHbIM TenepoH NOMOXKET, ecn 3abyaellb CBOWM MAATEXKHbIM NAapoab MAM 3aAeLlb HA CalT C HE3HAKOMOrO
YCTPOMCTBA;

2. Ucnonb3y opgHopasosble napoau. MNocne nepexofa Ha yCUAEHHYLO aBTOopu3aumio Tebe yxKe He ByaeT yrpoXKaTtb
OMacHOCTb Kparku UK NepexBaTta NiaaTexHoro Napons;

3. Bbibepu cnoXHbiM Naposb. MpectynHMKkam byaeT He NPoOCTo yragaTtb CAOXKHbIM Naposb. HagerKHble naponu - 31o
naposin, KOTopble coaepyKaT He MeHee 8 3HAKOB M BKAKOUYAIOT B ceba CTpoYHbIe M NPONUCHbIE BYKBbI, LUdPbI U HECKONBKO
CMMBOJIOB, TaKkue KaK 3HaK Aonnapa, pyHTa, BOCKAMLATEbHbINA 3HaK U T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM JINYHbIE laHHbIe Ha caiTax, KOTOPbIM He AoBepaeLlb.

INneKTPOHHAA NouTa

JNEeKTPOHHAA MoYTa - 3TO TEXHONOMMA U MPeLOCTaBAAEeMble €10 YCAYrM MO MepPecbl/ike M NOJYYEHUIO SEKTPOHHbIX
co0bLEeHN, KOTOpbIe pacnpesensatoTcs B KOMNboTEPHOM ceTu. OBbIMHO 3/1EKTPOHHbIA NOYTOBbIMA AWMK BbIFIALUT
cneaylowmMm obpasomM: MMA_NOb30BaTeENs@UMA_oMeHa. TaKKe Kpome nepefayu NpocToro TeKcTa, MMeeTcs
BO3MOXXHOCTb NepeaasaTb Gpanbl.

OcHoBHble coBeTbl No 6e30nacHoi paboTe C 3/IeKTPOHHOM NOYTO:

1. Hapo BbI6paTh NPaBU/IbHbIN NOYTOBLIM CepBUC. B MHTEPHETE €CTb OrPOMHbIN BbIOOP HECNIAaTHbIX MOYTOBbIX CEPBMCOB,
O/IHaKO NlyyLle J0BePsTb TEM, KOFO 3Haellb U KTO NepBbili B PEATUHTE;

2. He yKasbiBall B IMYHOWN NoYTe /INUYHYIO MHPOpMaUMio. Hanpumep, nydile BbibpaTh "My3biKanbHbIA_daHaT@" uau
"pok2013" Bmecto "Temal3";

3. Mcnonb3yi ABYyX3TanHYO aBTOPU3aLMIO. ITO KOrga NOMMMO NApPOJIA HYXKHO BBOAMUTL KOA, NpUcbinaembiit no SMS;



4. Bbibepu cnoxHbIM Naponb. na Karkaoro NOYTOBOro AWMKA A0KEH OblTb CBOM HAAEMKHbIM, YCTONYMBBIA K B3/IOMY
naposb;

5. EC/M eCTb BO3MOXKHOCTb HanMcaTb CaMOMY CBOM JIMYHbIN BOMPOC, MCMO/b3YI 3Ty BO3MOXHOCTb;

6. Mcnonb3y HECKOJIbKO NOYTOBLIX ALLMKOB. MNepBblii A5 YaCTHOM Nepenmncku ¢ agpecatamm, KOTopbIM Tbl AoBepAeLlb.
IT0 3/1EKTPOHHBIM afpec He Hago MCNo/Ib30BaTb MNPU perncTpauumn Ha Gopymax u canTax;

7. He oTKkpbiBait paiinbl M gpyrne BNOXKEHUA B MMCbMaX, AAXKE €C/IN OHU NPULLAN OT TBOUX Apy3eN. Jlydlie yTOYHW Y HUX,
OTNPaBAAAM M oHU Tebe 3TK dainbl;

8. Mocne oKoHYaHMA PpaboTbl Ha MOYTOBOM CEPBUCE NEpPes 3aKpbITUEM BKIAZKM C CadTOM He 3abyap HaxkaTb Ha "BbiiAti".

KnbepbynnuHr unm BuptyanbHoe usaeBatesibCTBO

KnbepbynnuHr - npecnefoBaHme cOOOLLEHMAMM, COAEPKALLMMM OCKOPOAEHUSA, arpeccuto, 3anyrmBaHne; XyAUraHCcTso;
coumanbHoe 6OMKOTUPOBAHME C NOMOLLIO PA3/INYHbIX MUHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbynnMHrom:

1. He bpocaiica B 60oi. Slydywmnit cnocob: nocoBeToBaTbCA KaK cebs BECTU U, EC/IU HET TOTO, K KOMY MOXHO 06paTUTbCS,
TO BHayane ycnokouTbcA. ECAn Tbl HauyHelWb OTBEYaTb OCKOPOAEHMAMM HA OCKOpPOAEHMA, TO TONbKO ewe 6onblie
pasoxKelb KOHGANKT;

2. YnpaBnan cBoen Knbeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLecTBYIOT CNOCOBbbl BbIACHWUTb, KTO CTOMUT 3@ aHOHMMHbIM aKKayHTOM;

4. He cTOMT BECTU XY/IMTAHCKMA 0Opa3 BUPTYabHOM KU3HWU. MHTEpHET GUKCUPYET BCE TBOWU AEMUCTBUA U COXPAHAET UX.
Yaanutb ux bygert KpaliHe 3aTPpyAHUTE/NbHO;

5. Cobntogait cBOK BUPTYaibHYIO YECTb CMOJIOAY;

6. UrHopupyi eauHUYHbIM HeraTme. OQHOPA30Bble OCKOPOUTE/bHbIE COOBLWEHMA nyywe UrHopupoBaTb. O6bIYHO
arpeccus npekpalLaeTca Ha Haya/lbHOM cTaauu;

7. BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMWU COODOLLEHUSAMM, B COLMAJbHBIX CETAX €CTb BO3MOMHOCTb
6/TOKMPOBKK OTMPABKM COOBLLLEHWNM C ONpeaeneHHbIX afpecos;

8. Ecnm Tbl cBMAeTenb KubepbynnvHra. TBOM AencTBMA: BbICTYNUTb NPOTUB NpecneaoBaTens, NokasaTb emy, YTo ero
OENCTBUA OLEHMBAOTCA HEraTMBHO, MOAAEPKATb KEPTBY, KOTOPOM HYy)KHA MCMXOJ0rMYecKana MOMOLLb, COOBWMUTb
B3POC/IbIM O haKTe arpeccMBHOro NOBEAEHWUS B CETU.

Mo6unbHbiii TenedoH
CoBpeMeHHble cMapTOHbl U NNAHLWETbl COAEPKAT B cebe BMNOJHe B3POCAbIA PYHKLMOHAN, U Tenepb OHU MOTYT
KOHKYPMPOBAaTb CO CTALMOHAPHbIMK KOoMNbloTepamn. O4HAKO, cpeacTB 3aWmTbl 415 NOAO0OHbIX YCTPOMUCTB NOKa OYEHb
Mano. TecTupoBaHMeE N NOUCK YA3BUMOCTEN B HUX MPOUCXOOMT HE TaK MHTEHCMBHO, Kak gna MK, To ke camoe KacaeTca
N MOOUBbHBIX NPUAOKEHNN.
CoBpeMeHHble MObW/bHbIE bpay3epbl YyXKe MNPaAKTUYECKU L[OTHAAM HACTO/IbHble aHaforM, OAHAaKO paclMpeHue
dYHKUMOHanNa BneyeT 3a coboi 60/bLUYIO CIOXKHOCTb U MEHbLLYH 3aLLMLLEHHOCTb.
[daneko He Bce NPOM3BOAUTENN BbIMYCKAlOT OOHOBNEHMSA, 3aKPbiBalOWME KPUTUYECKUE YA3BMMOCTU AN CBOMX
YCTPONCTB.
OcHoBHble coBeTbl An1a 6esonacHocT mobuabHoro TenedoHa:
Huuyero He sBnsetca no-HactosAwemy becnnatHbiM. Byab OCTOpo)KeH, Beab Koraa Tebe npegnaratoT 6ecnnaTHbii
KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKME-TO NJaTHbIE YCNyTK;
Oymai, npexge yem otnpasuTtb SMS, poTo uam smaeo. Tbl TOYHO 3HaeLWb, rge OHWM ByayT B KOHEYHOM UTOrE?
Heobxoanmo 06HOBAATL ONEPALIMOHHY0 CUCTEMY TBOEro cMapTdoHa;
Mcnonb3yii aHTUBUMPYCHbIE MPOrpammbl 418 MOBUAbHbIX TeleOHOB;
He 3arpyali NpuoOMKeHUs OT HEeU3BECTHOro WUCTOYHMKA, BeAb OHW MOTYT COAEpXaTb BPEeAOHOCHOE NporpaMmHoe
obecneyeHue;
Mocne Toro Kak Tbl BbIMAELWb C CaiTa, rae BBOAWA INYHYIO MHPOPMALLMIO, 3aiaM B HAacTPOMKKM Bpaysepa n yganm cookies;
Mepuoanyeckn NpoBepan, Kakue naaTHble YCAYrK aKTUBUMPOBAHbI HA TBOEM HOMEPE;
[aBait cBo HOMep MObUNbHOTO TesledpOHa TOIbKO /IOAAM, KOTOPbIX Tbl 3HAELb M KOMY AOBeEpPAELLb;
Bluetooth gonKeH 6bITb BbIKAOYEH, KOTAa Tbl UM He Nosb3yelbes. He 3abbiBait MHOr4a NPoOBepPsTb 3TO.

Online urpbl
CoBpeMeHHble OHNANWH-UTPbI - 3TO KPACOYHble, 3aXBaTblBalOLWME pa3BiaedYeHUs, 00beaMHAIOWME COTHM ThbICAY YENOBEK
no BcemMy Mupy. Mrpokn nccneayrot AaHHbIM MM MUp, 0bLWatoTca Apyr C APYroM, BbIMOMHAIOT 3a4aHWA, cpaKatoTca ¢



MOHCTPaMM M MNOMYYalOT OMbIT. 33 YAO0BO/NLCTBME OHW NAATAT: MOKYNalOT AMCK, ONJavuMBaloT aboHeMeHT uau
NprMob6peTaloT Kakne-To onuumn.

Bce 3TM cpeacTsa uayT Ha NoOAAEP)KaHME W PasBUTME UrPbl, a TaKKe Ha camy 6e30MacHOCTb: COBEPLUEHCTBYIOTCA
CUCTEMBI aBTOPU3aLLMK, BbINYCKaOTCA HOBble Natuu (UMdpoBble 3anaaTkM 414 NPOrpaMmm), 3aKpbiBalOTCA YA3BUMOCTH
cepBepos.

B noAobHbIX Urpax CTOMT OMacaTbCA He CTO/IbKO CBOMX COMEPHUKOB, CKOJIbKO KparKM TBOEro Mapons, Ha KOTOPOM
OCHOBaHa cMCTeMa aBTopM3aLMmn 60bLUIMHCTBA UTP.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOErO UIPOBOIO aKKayHTa:

1. Ecnv gpyroli urpok Beaet cebs Naoxo Uamn cosgaeT Tebe HeNnpUATHOCTU, 3abI0KMPYI ero B CNUCKE UIPOKOB;

2. MoKanyica agMUMHUCTPATOpPaM WMrpbl Ha MOXOe MOBeAeHMEe 3TOT0 MIPOKa, KenaTeslbHO MPUNOKUTb KaKue-To
[lOKa3aTe/IbCTBa B BUAE CKPUHOB;

3. He yKasblBai IMYHY0 MHPOpPMaumio B Nnpodaiine urpbl;

4. YBarkal gpyrux y4aCcTHUKOB MO UrpPe;

5. He ycTaHaBAuBai HeopuuManbHble NaTym U Moabl;

6. Mlcnonb3yit CI0XKHbIE W pa3Hble Napou;

7. Jaxe BO Bpems Urpbl He CTOUT OTK/IIOYaTb aHTUBMPYC. MOKa Tbl UrpaeLlb, TBOM KOMMNbIOTEP MOTYT 3apa3suTh.

OUWNHT uam KpaXXa INYHbIX AaHHbIX

Ob6bI4HOM Kparkel AeHer U AOKYMEHTOB CErofHA Y)Ke HUKOro He yAMBMULWb, HO C PasBUTUEM MHTEPHET-TEXHOIOMMIM
3/10YMbILUNEHHUKM NEPEMECTUIUCE B UHTEPHET, N MPOLOINKAOT 3aHMMATLCA "NtobuMmbIM" aenom.

Tak nosBMAack HOBaA yrpo3a: MHTEPHET-MOLLIEHHMYECTBA UAN QULLMHT, FNABHAA LLe/Ib KOTOPOrO COCTOUT B MOJYYEHUU
KOHPUAEHUMANbHbIX AAHHbBIX NOMb30BaTeNnei - NOrMHOB WM Maponei. Ha aHrnuiickom Asbike phishing ynMTaeTca Kak
duwmHr (ot fishing - pbibHan nosns, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULNHTOM:

1. Cnegn 3a cBOMM aKKayHTOM. Ecam Tbl nofospeBaellb, YTO TBOA aHKeTa 6Oblaa B3/IOMaHa, TO HeobxoamMmo
3206/10KMpPOBATb €€ N COOBOLNTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOKHO CKopee;

2. Ucnonb3yi 6e3onacHble BeO-CaiTbl, B TOM YNCAE, UHTEPHET-MArasMHOB U MOMCKOBbIX CUCTEM;

3. icnonb3yii cnokHble U pasHble Napoan. Taknm o6pasom, ecim Teba B3NOMAIOT, TO 3/10YMbILUAEHHMKM NOAYYaT 40CTYN
TO/IbKO K OZHOMY TBOEMY NPOPUIO B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3NOMaNU, To He0bXoAMMO NpeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTopble Aob6aBneHbl y TebA B ApY3bsX,
0 TOM, YTO Tebs B3/1IOMA/IM U, BO3MOXKHO, OT TBOEIO MMEHM ByAeT paccbiiaTbCA Crnam M CCbIIKM Ha GULLNMHIOBbIE CaiTbl;
5. YcTaHOBM HageKHbI naposb (PIN) Ha MobUNbHbIN TenedoH;

6. OTKNIOYM COXpaHeHMe napons B bpaysepe;

7. He oTKpbIBai ¢ainbl U ApYrne BAOKEHUS B MUCbMAX, AaXKe eC/IM OHU NPULLIM OT TBOUX ApY3eit. Jlyyllue YyTOUHU Y HUX,
OTNPaBAAAN NN OHU Tebe 3TK dainbl.

Uundposasa penyrauus
Uudposana penyTauusa - 3TO HeraTMBHas WMAM MNO3UTUBHAA WHbopmMaums B ceTu o Tebe. KomnpomeTupytollas
MHbOpPMaAUMA, pPasMeLLEeHHan B MHTEPHEeTe, MOXKET Cepbe3HbIM 06pa3soM OTPasUTbCA Ha TBOEM peasibHOM KU3HMU.
"Undposas penytauma’ - 3To TBOM MMUAK, KOTOPbIN GopmUpyeTca U3 MHopmaLmMm o Tebe B UHTEpHETE.
TBOE MECTO *UTeNbCTBa, y4ebbl, TBOE GMHAHCOBOE MOJIOXKEHME, OCOOEHHOCTM XapaKTepa W paccKasbl 0 BAN3KKX - BCe
3TO HaKan/JnBaeTcs B CETU.
MHorve nNoAPOCTKU NErKOMbICAEHHO OTHOCATCA K Ny6auMKauuMuM AndYHON MHopmaumm B MHTepHeTe, He MOHWMas
BO3MOXKHbIX NocieacTBmi. Tbl faxe He CMOXKeLLb A0rafaTbCsA 0 TOM, YTo poTorpadus, pasmeLleHHan 5 net Hasag, cTana
NPUYNHON OTKa3a NPUHATL TebA Ha paboTy.
KommeHTapuu, pasmelueHne TBoux Gotorpaduii U apyrme AencTBUA MOTryT HE MCYE3HYTb AarKe Moc/e Toro, Kak Tbl UX
yAanuwb. Tbl He 3Haelb, KTO COXpPaHMA 3Ty MHOPMaALMLO, MOMNaAa /I OHA B MOMCKOBbLIE CUCTEMbI U COXPAHMIACh N
OHa, a IMaBHoE: YTO NoAyMatoT 0 Tebe OKpyrKaloLme NIoAM, KOTOpble HAMAYT U YyBUMAAT 3TO. HalTK MHPOPMALLMIO MHOTO
JIeT CNYCTA CMOXKET /10601 - Kak U3 406pbIX NOBYXKAEHWUN, TaK U C HAMEPEHUEM NPUYMHUTD BPEA,. ITO MOKET ObITb KTO
yrogHo.
OCHOBHbIe COBETbI MO 3awWwuTe LNMPPOBON penyTaumm:
1. Nogymali, npexae yem 4To-To Ny6/IMKOBATL M Nepegasath y cebsa B 610re uam B CoumanbHOM ceTu;
2. B HacTpolikax npoduan yCTaHOBU OrpaHMYEHMS Ha NPOCMOTP TBOEro Npoduas U ero CoAep*KUMOro, caenam ero
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TonbKo "ans apysein”;



3. He pa3meluait n He yKasbiBai MHPOPMaLMIO, KOTOPAs MOXKET KOro-1Mbo ocKopbaaTb NAK 06MKaTb.

ABTOpCKOE npaso
CoBpeMeHHble LKOJIbHUKM - aKTUBHbIE NMO/1Ib30BaTeNU UMbPOBOro npocTpaHcTea. O4HAKO AaNeKo He BCe 3HAT, YTO
No/ib30BaHWE MHOTMMW BO3MOXHOCTAMM LMPPOBOro mupa TpebyeT cobAOLEHUSA NPaB Ha MHTENNEKTyaNbHYIO
CO6CTBEHHOCTD.
TepMuH "MHTEeNNeKTyanbHasa cOBCTBEHHOCTL" OTHOCUTCA K Pa3IMYHbIM TBOPEHUAM YE/I0BEYECKOrO YMa, HauMHas C
HOBbIX M306peTeHnit U 3HAKOB, 0603HaYaAKOWMX COBCTBEHHOCTb Ha MPOAYKTbI U YCAYIW, U 3aKAHYMBAA KHUFaMM,
doTorpadpmamn, KUHOGUNBbMAMM M My3bIKabHBIMU NPOU3BEAEHUAMM.
ABTOPCKME MpaBa - 3TO NpaBa Ha UHTENIEKTYa IbHYH0 COOCTBEHHOCTb Ha NPOM3BEAEHUA HaYKM, IMTEPATYPbl U UCKYCCTBA.
ABTOpPCKME NpaBa BbICTYNAlOT B KAYeCTBE rapaHTUM TOTO, YTO UHTENIEKTYa/IbHbIN/TBOPYECKUI Tpya aBTopa He byaer
HanpacHbIM, JACT eMy CrpaBeAIMBble BO3MOXKHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, NoAyYnTb U3BECTHOCTb
M npusHaHve. HuMKTO 6e3 paspelleHnA aBTOpPa HE MOMKET BOCMPOM3BOAUTb €ro Mpou3BeAeHME, PACNpPOCTPaHATD,
nyb6AMYHO  AEeMOHCTPMPOBATb, MNPOLaBaTb, MMMOPTUPOBATb, MNycKaTb B  MPOKAT, MNYyO6AMYHO  UCMONHATD,
NOKa3blBaTb/UCNONHATL B 3$Upe UaM pasmellatb B MIHTepHeTe.
Ucnonb3oBaHue "nupaTckoro" nporpammMHoOro obecneyeHmns MoxKeT NPUBECTU K MHOTUM PUCKaM: OT NOTEPU AaHHbIX K
TBOMM aKKayHTam A0 610KMPOBKM TBOEro YCTPOMCTBA, FAe YCTAHOB/AEHA HenerasbHaa nporpamma. He cTouT Takxke
3abbIBaTb, YTO CYLLECTBYIOT SIerafibHble M HecnaaTHble NPOrPaMMbl, KOTOPblE MOXHO HAaNTK B CETU.

O noprane
CeTeBUYOK.pd - TBOM FNABHbIN COBETYMK B CETU. 34eCb Tbl MOXKelb Y3HaTb O 6€30MacHOCTU B CETUM MOHATHLIM W
OOCTYMHbIM A3bIKOM, @ NPU BO3HUKHOBEHUM KPUTUUYECKOM CUTYaLMKM 0OPATUTLCA 3@ COBETOM. A TaK»Ke NPUHATb yyacTme
B KOHKypCax U CTaTb CaMbIiM UMGPOBbIM rparkaaHMHOM!



